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What is "Secure”

 Authentication - I know who I am talking to

 Our communication is Encrypted
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SSH - encrypted channel
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Secure Shell (SSH)

« Authenticated and encrypted shell access to a
remote host

 Client-server model

« TCP 22

e It is much more than a secure shell
— Transport protocol (eg. SCP, SFTP)

— Connection forwarder
 You can use it to build custom tunnels
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Secure Shell (SSH) process

Client-server crypto handshake

Generate a symmetric key to secure the transport

Client authenticates to server securely

Secure communication can begin
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SSH - under the hood

CipherSuite Negotiation
The highest supported by both
E “- Encryption algorithm
| - Hashing algorithm
- Key-exchange algorithm

Client generates

random \
L] of
Andom, Server generates

random
Hash [C-random and S-

g“ed haSh’ _
oy
- Client decrypts signed hash S‘ra“d (\'\Ost'key) r:?mdom] L :
pu b\\C' - Sign hash with its private-

- Compute and compare

hashes (validate S-random) key
Master Key
- Compute Master < » - Compute Master key
key using S-random  «  Master key (shared-secret) used to ~ using C-random and
and its own random encrypt all messages! its own random

* The hash is used as SSH session ID




SSH Authentication

Client sends its username to server over the secure

channel
— Encrypted using the “shared master key”

Server checks if the username exists in the local

database
— If username not valid, tear down the SSH session!

— If valid, the server sends back authentication method

« Password based
« Public-key based
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SSH Authentication - Password

» Client sends its password
— encrypted using the shared master secret

« Server decrypts, and checks the password
— If match found, access is granted (shell access)
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Password Authentication

« Password Authentication is simple to set up
— usually the default

« But allows brute-force guessing ®

2L o} 1S



SSH Authentication - Public Key

« User creates a key pair

— public and private
« public key - nonsensitive information
« private key - is protected on the local machine by a strong passphrase

» Installs the public key in $HOME/.ssh/authorized keys
file on the target server.
— one time installation
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How it works - Key Challenge

1. Client connects to server with a

request to set up a key session Server
— Sends KeylID for the key-pair it Random
wants to use, and @

— Username/account-name -
« “ Encryption
. : i (Client’s Public Key)
2. If there is a public key in the @

authorized keys

— server generates a random

number Encrypted
— encrypts the random using client’s random
public 5

Key Challenge

— sends the encrypted random as a
key-challenge to client
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How it works - Key Response

Encrypted
3. Client decrypts the random random
number with its private key L
% Decryption
4. Creates an MD5 hash of @(P”V“e Key)
the random and the Server SSH
session ID Random Session ID

— sends back to the server as
the key response
encrypted with shared Master key
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How i1t works - Access

5. The server computes its Server SSH
own MD5 hash and Random Session ID
compares it with the
received hash

— random number +
session ID

6. If the hashes match, the S @ ................
user must be in

possession of the private
ke . Key Response
Y . Key Resp _

— access iS granted! ........................................... ;
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Public Key Authentication

« Cannot derive private key from public key!
— Cannot brute force either

« Requires one-time setup of public key on target
system

« Requires unlocking private key with secret
passphrase upon each connection
— If you have setup one
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Public Key Access

 Never store Private Key on a multi-user host

« Store Private Key ONLY on your machine and
protect
— Encrypt Disk!

« [t is OK to use SSH_AGENT to remember your key
ONLY if your laptop/computer locks very quickly
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SSH Keys on Unix /MacOS

« SSH is built-in
— UNIX
— Linux
— MacOS X




Generate Key (Unix / MacOS)

$/usr/home/foo> ssh-keygen -t rsa -b 4096 -C your email(@example.com

Generating public/private rsa key pair.

Enter file in which to save the key (/usr/home/foo/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /usr/home/foo/.ssh/id rsa.
Your public key has been saved in /usr/home/foo/.ssh/id rsa.pub.
The key fingerprint is:

27:99:35:e4:ab:9%90:d8:50:06a:8b:27:08:2£:44:d4:20
your email@example.com
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SSH Keys (Unix / MacOS)

~/.ssh/id _rsa: The private key
DO NOT SHARE THIS FILE!

~/.ssh/id rsa.pub: The associated public key. This
can be shared freely without consequence.
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Password vs Passphrase

0000000oooo0oooo. 4 ~23 E?I‘F'SOFENTROPY WAS IT TROMBONE? NO,
(N‘gh,“_%’,ggg:;o SRDER oooopoan o mﬂgﬁ AND Orisor
U KNO\JN mimin ono . N
BASE MK)RD [‘!FI1:I]E j ] - \ZE,!O .
2= 3 Davs AT gcr;ns svnso‘dﬂs"
Tr@ ) b4d or &3 1000 GUESSES /seC
(e S T
CAPS? COMP’\CX\I N( ME RF\ HASH 15 FASTER, BUT M NOT WHAT THE
a SW§;HUTQQS S L AVERAGE. USER SHOULD WORKY ABOUT.) 5
ooo DIFFicOLTY T0 GUESS: IFFICOLTY TO REMEMBER:
(mmumnmm@rz‘sro Mwm W HARD
ISR g o e comp fomes ‘

correct horse battery stople
 I— T,,,,,JL__r_J L___ T*.J

~ Y4 BITS OF ENTROPY
ooooOooponooao
OooOoogooooon

oooooooponaaa

l]h]E a0 25 _].1.4 Ei‘j‘:j] :7"‘5’—%'3 DoOnoooooanoo
S | I oy
FOUR RANDOM
COMVION WORDS DIFFiCOLTY To GuESs: | | DIFFICULTY TO REMEMBER:
HARD "VeroRzED 1T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED

EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.

source : http://xkcd.com/936/
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Private Key on Windows

« https://www.chiark.greenend.org.uk/~sgtatham/pu

tty/latest.html

— PUTTY (the Telnet and SSH client itself)

— PuTTYgen (an RSA and DSA key generation utility)

— Pageant (an SSH authentication agent for PuTTY, PSCP,
PSFTP, and Plink)
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Generate Key (Windows)

1. Run PuttyGen

? PuTTY Key Generator

File Key Conversions

Key
No key.

Actions

Help

Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
(O SSH-1(RSA)

®s

Number of bits in a generated key:

Load

Save public key Save private key

H-2 RSA

(O SSH-2 DSA
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Generate Key (Windows)

2. Generate Key

g PuTTY Key Generator X
File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
SSH-1(RSA) SSH-2 RSA SSH-2 DSA
Number of bits in a generated key: 2048
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Generate Key (Windows)

3. Enter Passphrase &
save Private Key

4. Right-click in the text

field labeled Public key for

pasting into OpenSSH
authorized_keys file and
choose Select All and
copy the key

B2 PUTTY Key Generator X

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh{sa A
AAAAB3NzaC1lyc2EAAAABJQAAAQEAMQTica/PJuiHmWGa67pZVY U Sawqaefas)Oja
EXupkwCtLVGj6vJHaiSh/BViQSgebPHYXBPrgbEzsbxGjl 1MHPrex0Ve UI8p 6o 5 VE8IXk
oEp/dsam4mMGgzJoQd6DNA/SgbeBYcCxl2Gst /x| AZN2d SASIrYY7qi52kGDjUB0OPn
WQbsR4XIrw2Sb E8kitC+U6lxc SxFsEMg20KrsXMOeevQU1eD v

Key fingerprint: ‘ssh-rsa 2048 6010:90111410:ee:72:04:31:74:44:32:cc:04:78 l
Key comment: Iusemame @domain.com ‘
Key passphrase: Iuooooouoo l

Confim passphrase: |oouoouooo|

Actions

Generate a public/private key pair

Load an existing private key file Load

Save the generated key Save publ+ key Save private ke}
Parameters

Type of key to generate:

(O SSH-1(RSA) (® SSH-2 RSA (O SSH-2 DSA

Number of bits in a generated key:
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Saving Key on the Target Host

* You can copy the public key into the new machine's
authorized_keys file with the ssh-copy-id
command

ssh-copy-id user(@serverip

« Alternatively, you can paste in the keys using SSH:

cat ~/.ssh/id_rsa.pub | ssh user@serverip "mkdir -p
~/.ssh && cat >> ~/.ssh/authorized keys”
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4. Load Key in Putty

Windows

Saving Key on the Target Host -

#R PuTTY Configuration X
Category:
Keyboard A Options controlling SSH authentication ]
- Bell
..... Features [] Bypass authertication entirely (SSH-2 only)
- Window Display pre-authentication banner (SSH-2 only)
Appea@nce Authentication methods
i Behaviour
. Translation Attempt authentication using Pageant
Selection (] Attempt TIS or CryptoCard auth (SSH-1)
. i Colours Attempt "keyboardinteractive” auth (SSH-2)
- Connecti
= an) atalon Authentication parameters
(] Allow agent forwarding
[[] Allow attempted changes of usemame in SSH-2
Private key file for authentication:

| \psf\Home\DownIoads\private_key.ppl| erwse... |

Bugs v

Open Cancel
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Saving Key on the Target Host -

5. SSH to host

Windows

& PuTTY Cenfiguration
Category:

.- Features
&)+ Window

.- Appearance
- Behaviour
Translation
- Selection

. %.Colours
B Connection

- Data

About

’ Basic options for your PuTTY session

Specify the destination you want to connect to

Port
|| username€ipaddress I |22 |
Connection type:
(ORaw (OTelnet ORlogn @SSH (O Serial

Load, save or delete a stored session
Saved Sessions

| |

Default Settings Load
Save
Delete
Close window on exit:
OAMways (ONever (@ Onlyon clean exit
Cocs

//(6::9]

S




Saving Key on the Target Host -
Windows

6. Accept Host's Key

PuTTY Security Alert e

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 af:c1:cf:94:3£:49:19:25:d4:94:16:99:02:bc:5a:4e
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

il N

Yes J | No l l Cancel ]
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Saving Key on the Target Host -
Windows

/. passphrase for Key
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Lab Exercise

* Create your key
* Follow the lab manual ssh-lab.pdf
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